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1. INTRODUCTION
Welcome to LetRadar Ltd. Your privacy is very important to us. This Privacy Policy explains how LetRadar Ltd. (“LetRadar”, “we”, “our”, “us”) collects, uses, stores, and protects your personal and property information when you use our platform, website, or services (the “Service”). It also explains your rights regarding your data under the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
By using our Service, you acknowledge and accept the terms of this Privacy Policy and agree to the processing of your personal data as described below. Our goal is to ensure transparency and to provide you with confidence that your personal information is handled safely, securely, and in accordance with the law.
2. DEFINITION AND INTERPRETATION
In this Privacy Policy, the following definitions are used:
a. “We”, “us”, “our” or “LetRadar” means LetRadar Ltd., the provider of Services.
b. “You”, “your” “User” any user of the Service. 
c. “Service” means the provision of access to the Platform and all related functionality, features, tools, software, mobile application, and services made available by LetRadar from time to time, whether on a free or paid basis.
d. “Data Controller” LetRadar, which determines the purposes and means of processing personal data.
e. “GDPR” the UK General Data Protection Regulation.
f. “Personal Data” means any information relating to an identified or identifiable individual. An identifiable individual is one who can be directly or indirectly identified, in particular by reference to an identifier such as a name, email address, identification number, location data, or an online identifier, or to one or more factors specific to their physical, physiological, genetic, mental, economic, cultural, or social identity.
g. “Processing” any operation performed on Personal Data, including collection, storage, use, disclosure, or deletion. 
h. “Third Parties” entities providing services to us, including Stripe, Vercel, and email providers.
In the privacy policy, unless the context requires a different interpretation:
a. Headings are included for convenience only and do not affect interpretation.
b. Words importing the singular include the plural and vice versa. 
c. References to legislation include amendments or replacements. 
d. Any terms not specifically defined should be interpreted in accordance with the context and purpose of this Privacy Policy.
3. PERSONAL DATA WE COLLECT
We collect the following categories of personal and property data:
3.1 Account Information
We collect and process account-related information necessary for the creation and management of your account and access to the Service, including
a. Email address (required) 
b. Full name (optional) 
c. Hashed password 
d. Profile image URL (optional) 
e. Email verification timestamp 
f. Account creation date 
g. Alert preferences 

3.2 Billing & Subscription Data

We collect and process billing and subscription-related information, including:
a. Stripe Customer ID, subscription ID, subscription plan name (e.g. FREE, STARTER, PROFESSIONAL, AGENCY/ENTERPRISE), plan metadata, billing cycle, billing period end date, subscription status (e.g. active, trialing, past_due, canceled), trial end date (where applicable for a 14-day free trial), and cancellation flag (e.g. cancel at period end)
We do not store any raw payment card details. All payment processing is handled securely by Stripe.


3.3 Property Data

We collect and store information relating to properties listed on the platform, including:
a. Property name, full address, local authority, property type, number of bedrooms and bathrooms, estimated council tax, VAT status, iCal URL, location grouping, intended availability, and charitable letting days.
3.4 Booking / Guest Data
 We collect and process booking-related information, which may include:
a. Guest name and email address (where available), check-in and check-out dates, number of nights, booking source, external booking identifier (UID), booking status, revenue information, and any associated notes.
b. In addition, the Service may retrieve and synchronise booking data via third-party calendar integrations (including iCal feeds from platforms such as Airbnb, Booking.com, and Vrbo). Where such integrations are used, the data collected may include guest name (where provided), guest email address (where available), external booking UID, check-in and check-out dates, and booking status.
Such data originates from third-party platforms, and LetRadar does not control, verify, or guarantee the accuracy, completeness, or timeliness of such information. The accuracy and reliability of such data remains the responsibility of the relevant third-party provider
3.5 VOA Form Data (VO 6048)
Where users utilize the VOA reporting feature, we collect additional information required to generate reports, including:
a. Legal entity name, VOA reference number, lease and tenure details, rental information, services provided, advertising details, declaration information, contact details, and any additional notes.
4. HOW WE USE YOUR DATA
We process your personal data only where we have a lawful basis to do so under the UK General Data Protection Regulation (UK GDPR). The purposes for which we process your data, together with the corresponding lawful bases, are as follows:
a. To create and manage your account, authenticate users, and maintain user profiles — performance of a contract 
b. To process subscriptions, manage billing, and facilitate payments — performance of a contract 
c. To provide compliance tracking, generate reports, and issue alerts relating to regulatory thresholds — legitimate interests 
d. To send service-related communications, including email verification codes (on signup, expiring after 15 minutes), password reset links, welcome emails, compliance status change alerts (RED / AMBER / GREEN), countdown warnings (90, 60, and 30 days before tax year-end), booking cancellation impact alerts, achievement notifications (e.g. reaching 182 nights), and weekly digest emails (where enabled by the user) — legitimate interests
e. To maintain the security of the platform, prevent fraud, and ensure system integrity — legitimate interests 
f. To comply with applicable legal and regulatory obligations — legal obligation
In addition, certain features of the Service, including iCal synchronisation, operate on an automated and scheduled basis using background processes (including cron jobs). This means personal data may be periodically processed in the background without requiring direct user action each time data is retrieved or updated
5. DATA SHARING & THIRD-PARTY SERVICES
We may share your personal data with trusted third-party service providers where necessary to deliver the Service. These include:
a. Stripe, for payment processing and subscription management (including email address, name, and subscription information). 
b. Vercel, for hosting, infrastructure, and system operations (including application data and logs). 
c. Email service providers, for sending transactional communications and compliance-related alerts. 
We ensure that all third-party providers process your data only for specified purposes and in accordance with applicable data protection laws.
Please note that certain features of the Service rely on third-party data sources (such as Airbnb, Booking.com, and Vrbo iCal feeds). The accuracy and availability of such third-party data are outside our control.
6. INTERNATIONAL DATA TRANSFERS
Some of our third-party service providers may process your personal data outside the United Kingdom or European Economic Area (EEA), including in jurisdictions such as the United States.
Where such transfers occur, we ensure appropriate safeguards are in place, including:
a. Transfers to countries subject to UK adequacy regulations; or 
b. The use of Standard Contractual Clauses (SCCs) or equivalent legal mechanisms in accordance with UK GDPR.
7. DATA RETENTION
We retain your personal data only for as long as it is necessary to fulfil the purposes for which it was collected, including the provision of the Service, compliance with legal obligations, and the protection of our legitimate business interests, consistent with applicable legal, regulatory, and commercial requirements.
We apply the following retention periods:
a. Account data: retained for the duration of your active subscription and for up to six (6) years following account closure to comply with legal, tax, accounting, and regulatory obligations. 
b. Property and booking data: retained for up to six (6) years following the end of the relevant tax year or last recorded activity, to comply with tax, accounting, audit, and regulatory requirements. 
c. Email communications and system logs: retained for up to twelve (12) months, unless a longer retention period is required for security monitoring, fraud prevention, dispute resolution, or legal compliance. 
Where you request deletion of your account, we will delete or anonymise your personal and property data without undue delay, except where retention is required by law or is necessary for legitimate business purposes, including fraud prevention, security, or legal compliance.
Once data is no longer required for these purposes, it is securely deleted or irreversibly anonymised so that it can no longer be re-identified.
8. YOUR RIGHTS UNDER UK GDPR
You have the following rights in relation to your personal data under applicable data protection laws:
a. Right of Access (Subject Access Request – SAR):
 You have the right to request confirmation of whether we process your personal data and to obtain a copy of such data. We will respond within one month of receiving your request. 

b. Right to Rectification:
 You may request correction of any inaccurate or incomplete personal data. Where available, this may also be done through your account settings or by contacting us at support@letradar.co.uk. 

c. Right to Erasure (“Right to be Forgotten”):
You may request deletion of your personal data, including account, property, and booking-related data.
All deletion requests must be submitted by email to support@letradar.co.uk.   We do not currently provide in-app account deletion functionality.
We may retain certain data where required by law or where retention is necessary for legitimate business purposes.

d. Right to Restrict Processing:
 You may request restriction of processing of your personal data in certain circumstances, such as where you contest its accuracy or object to its use. 

e. Right to Data Portability:
 You may request that we provide your personal data in a structured, commonly used, and machine-readable format for transfer to another service provider. 

f. Right to Object:
 You have the right to object to the processing of your personal data where we rely on legitimate interests, as well as for direct marketing purposes. 

g. Automated Decision-Making:
 We do not use your personal data to make decisions based solely on automated processing that produce legal or similarly significant effects.
 
h. How to Exercise Your Rights:
 To exercise any of your rights, please contact us at support@letradar.co.uk, including your account email and details of your request. 

i. Complaints:
 If you are dissatisfied with how we handle your personal data, you may lodge a complaint with the UK Information Commissioner’s Office (ICO) at https://ico.org.uk.
9. SECURITY OF YOUR DATA
We implement appropriate technical and organisational measures to protect your personal data from unauthorised access, alteration, disclosure, or destruction.
We take steps to safeguard your data, including:
a. Passwords are securely hashed, and all data in transit is encrypted. 
b. Access to personal data is strictly limited to authorised personnel only. 
c. Our platform is hosted on secure infrastructure with industry-standard protections. 
d. Third-party providers, including Stripe, process data securely and only for agreed purposes. 
e. Systems are monitored and regularly updated to identify and address vulnerabilities. 
f. Despite these measures, no system is completely secure and absolute security cannot be guaranteed.
10. COOKIES & TRACKING
Our Service uses cookies and similar tracking technologies to ensure proper functionality, improve user experience, and analyse usage of the Service.
We use the following categories of cookies:
· Essential cookies – These are required for the operation of the Service, including login sessions and security mechanisms such as CSRF tokens. 
· Third-party cookies – Certain third-party providers, such as Stripe, may set cookies to facilitate secure payment processing. 
· Analytics cookies – We use analytics tools, including Vercel Analytics, to collect aggregated and anonymised information about how users interact with the Service (such as page views and usage patterns). Where required by applicable law, such cookies will only be placed or activated with your consent. 
You may control or disable cookies through your browser settings; however, essential cookies are required for the Service to function properly.
Where required by law, we will present a cookie consent mechanism prior to the use of non-essential cookies.
11. GENERAL
a. This Privacy Policy forms part of the Terms and Conditions and should be read together with any other legal notices published by us in relation to the Service.
b. If any provision of this Privacy Policy is found to be unlawful, void, or unenforceable, that provision shall be deemed severable and shall not affect the validity or enforceability of the remaining provisions.
c. No failure or delay by us in exercising any right under this Privacy Policy shall constitute a waiver of that right, nor shall any partial exercise of any right prevent further exercise of that or any other right.
d. We may assign or transfer our rights and obligations under this Privacy Policy in connection with a merger, acquisition, corporate reorganisation, or sale of assets. Where such transfer materially affects your rights, we will provide reasonable notice.
e. Once LetRadar is registered with the Information Commissioner’s Office (ICO), the ICO registration number will be added to this Privacy Policy and displayed where required.

f. This Policy shall be governed by and interpreted in accordance with the laws of England and Wales, and any disputes shall be subject to the exclusive jurisdiction of the courts of England and Wales.

g. LetRadar is a fully bilingual Welsh and English platform. A Welsh language version of this Privacy Policy (Polisi Preifatrwydd) will be made available alongside the English version.
12. CHANGES TO THIS PRIVACY POLICY
a. We may update this Privacy Policy from time to time to reflect changes in our Service, legal requirements, or operational needs. Where material changes are made, we will notify users by email to their registered email address and by updating the Policy on our website or through other appropriate means.
b. The updated version will take effect once published. Your continued use of the Service after any changes constitutes your acceptance of the updated Privacy Policy, where legally permitted.




